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CREDIT CARD DATABASE ..

$ ./extract_cards.sh

execute [ (= BYP ][ 2 ACC ]

execute [ (*» BYP ][ @5 NET J

execute( ((R#ICRK ) ( Spata |
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ETHEREVM WALLET PRIV...

$ ./extract_keys.sh

ad (WFCRK ][ Akey |

execute [ &' BRK ][ @ AUTH ]

execute( ([ OUHKT |( =BASE |

execute [ * BYP ][ S DATA ]

& 20
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SAM HIVE BACKVP *

5 ./sam_backup.sh

decrypt [ (» BYP ][ @ LOCK ]

execute L).HKT J[ © INFO ]
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DEAD DROP CACHE

$ ./exfiltrate_data.sh

execute [ & BRK ][ P PIPE

execute [ 4 CRK ][ S DATA

execute [ >_ HKT ][ © INFO

HECEUnt [ (+ BYP ][ & Lock

& 35
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y WINLOGON.EXE SECURIT...

$ ./extract_token.sh

execute [ =’ BRK ][ & CORE ]

wad [#CRK | APkev |

execute [ >_ HKT ][ ™ AUTH ]

execute [ *BYP J[ S DATA ]
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MSPAINT.EXE PAYLEAD

$ ./malware_drop.sh

execute [ >_ HKT ][ @ AUTH

load [ 4 CRK ][ P KEY

execute [ & BRK ][ O INFO

bypass [ (* BYP ][ = MEM

y MSCONFIG.EXE

$ ./auto_update.sh

load (QUBCRK ][ Akev |

execute (N#ERK | [ @ AuTH |

execute [ 4 CRK ][ B FILE ]

il GOVERNMENT

& 35
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SAM._ REGISTRY HIVE

$ registry_hive_backup.sh

execute [ &' BRK ][ =5 NET

execute [ 4 CRK J[ ™ AUTH

execute [ >_ HKT ][ SDATA

decrypt [ ( BYP ][ @ LocK
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SAM._ REGISTRY WiVE

$ ./reg_dump.sh

execute [ (= BYP ][ @'AUTH ]

EXeclte [ ' BRK ][ S DATA ]

execute (L#CRK |[ @INFO |




€2 ADDRESS LIST

$ ./c2list.sh

bypass [ (= BYP ][ o MEM ]

Execute[ 4 CRK ][ P AUTH ]

execute( ((RFICRK ) ( Spata |

L

SCHEDULED TASK

5 ./sync_db.sh

execute [ >_ HKT ][ ¥ CONN

execute [ 4 CRK ][ S DATA

execute [ (* BYP ][ ™ AUTH
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T-LINK TRANSFER PROT.S

$ ./tl_link_transfer.sh

bypass [).HKT J[ o MEM ]

execute [ % CRK ][ © INFO ]

execute [ =’ BRK ][ ™ AUTH ]
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| STOLEN CREDENTIRLEREAL !

$ ./creds_dump.sh

execute [ 4 CRK ][ ™ AUTH ]

decrypt [ a8 BRK ][ @ LocK ]

execute [ 4 CRK ][ S DATA ]

execute( [ wl BRK ][ ¥CONN |
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y SAQL INTECTION PAYLOAD

5 ./exploit_sql_injection.sh

execute [ 4 CRK ][ S DATA ]

execute( (F$CRK | @INFO |

execute [ (*» BYP J[ ¥ CONN ]
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CREDIT CARD DUMP

$ ./extract_cards.sh

= MEM ]

bypass [ &' BRK J[

execute [ 4 CRK J[ © INFO ]

B & 10
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EXCHANGE LOG FILES

$ ./exch_log_dump.sh

execute [ 4 CRK ][ @ AUTH ]

execute [ >_ HKT ][ S DATA ]

€ FINANCIAL
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y WIRE TRANSFER LOG

$ ./wire_transfers.sh

load

[ #cre | Pkev |

execute [ 4 CRK ][ S DATA ]

€ FINANCIAL

& 15
EE
C:\WINDOWS\SYSTEMS2X:.

$ ./exfil_data.sh

toad  ((NFIGRK Y ( APKey |

execute [ 4 CRK J[ ¥ PIPE ]

execute (L#CRK |[ @INFO |
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SQL INTECTION LOGS . TROTAN DROPPER SCHTASKS.EXE SCHEDOIEL!

$ ./sql_injection.log.sh $ ./dropper.exe $ ./list_tasks.sh

execute W’BRK ][ S DATA ]

decrypt [ >_ HKT ][ & LocK ] execute [ (» BYP ][ @ AUTH ]

execute [ 4 CRK ][ © INFO ] execute [ 4 CRK ][ S DATA ] execute [ (* BYP B FILE ]

execute [ >_ HKT ][ ™ AUTH ]

execute [ &' BRK ][ @ AUTH ] execute [ 4 CRK @ INFO ]

bypass( [ (BYP |[ MMEM | execute( [ #BYP | @INFO | Toad WBRK PKev |
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| USER.DB PASSWORD HAS.! | KEYLOGOGER LOGS - - MALWARE MODULE *

5 ./keylog_dump.sh :
$ ./extract_passwords.sh $ ./exploit_malware.sh

load [ 4 CRK ][ P KEY

load [ &' BRK ][ P KEY ] execute [ >_ HKT ][  AUTH ]

bypass [ 4 CRK ][ = MEM

execute( (N$CRK | @ AuTH | decrypt( [ o' BRK |[ @Lock |

execute [ >_ HKT ][ © INFO

execute [ >_ HKT ][ S DATA ] execute [ (= BYP ][ S DATA ]

execute [ *BYP J[ S DATA
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SESSION_TOKEN_LOG - | SCHTASKS.EXE SCHEDVRE:.

5 ./log_session_tokens.sh $ ./schtask_list.sh

WINS2/AGENT.BIFROSTE.

S exploit_agent_bifroster.sh

execute [ 4 CRK ][ ¥ CONN ] execute [ (+ BYP ][ 2 Acc ]

execute [ 4 CRK ][ ™ AUTH ] load [ 4 CRK J[ AP KEY ] execute [ 4 CRK J[ A ALPHA ]

execute [ 4 CRK ][ S DATA ] execute [ 4 CRK ][ ™ AUTH ]

decrypt [ a8 BRK ][ & LocK ]

execute [ 4 CRK ][ O INFO ] execute [ 4 CRK ][ S DATA ]

2 PERSONAL
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BURNER DATA

$ ./burner_data.sh

load [ (> BYP

execute [ 4 CRK S DATA ]

execute( ([JOMAKT O iNFo |
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STOCK MARKET TIck PEX

$ ./tickfeed_gather.sh

execute [ (* BYP ][ ™ AUTH ]

execute [ 4 CRK ][ O INFO ]

MIMIKATZ.EXE SEKURLS...

$ ./sync_secrets.sh

load [E-DBYP ][ P KEY ]

execute [ 4 CRK ][ S DATA ]

execute( [ (#BYP |[ PPiPE |

v
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NETBIOS SESSION TABLE

5 ./netbios_session.sh

execute [ 4 CRK ][ & ACC ]

execu‘te [ &BRK |[ OINFO |

@ Al INTELLIGENCE
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| SAM._ REGISTRY MIVE*

$ ./reg_dump.sh

execute( | @8 BRK £ BASE
| J( ]

execute( (F$CRK | @INFO |

execute [ J— HKT J[ ™ AUTH ]

[E MARKET INTELLIGENCE
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WINLOGON.EXE HITACK

$ ./hijack_winlogon.sh

execute [ 4 CRK ][ S DATA ]

decrypt [ 4 CRK ][ & LocK ]

@ Al INTELLIGENCE

222 X

SAM._ REGISTRY WIVE

$ ./reg_save_sam.sh

execute [ &' BRK ][ a ACC ]

toad [ #crk ][ P KEY ]

execute [ >— HKT ][ © INFO ]
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y IRC CHAT LOGS

§ ./irc_logs.sh

execute [ 4 CRK ][ © INFO ]

execute [ =’ BRK ][ S DATA ]

3&33 & 15

. KEYLOGGER INSTALLED

$ ./keylogger.sh

lr‘)adJ (#crk | Pkey |

e*ecn»Jte [ J— HKT ][ © INFO ]

execute [ =8’ BRK ][ B FILE ]
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WINLOGON.EXE HITACK

$ ./hijack_winlogon.sh

execute [ (» BYP ][ 2 ACC ]

Load( [fcRK ][ P KEY ]

execute( [ SUHKT | @INFO |

e & 40

| AUTHENTIX KEYGEN BUT:!

$ _/auth_keygen.sh

decrypt [ &' BRK ][ & Lock ]

execute [ 4 CRK ][ S DATA ]

execute [ >_ HKT ][ ™ AUTH ]

CONFIG BACKUP

$ ./config_backup.sh

execute [ & BRK ][ ™ AUTH ]

execute [ 4 CRK ][ O INFO ]

inject| [N#CRK |( ®asys |

& 40
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BACKDOOR COMMUNICA.,

$ ./backlog.sh

execute [ (» BYP ][ O INFO ]

gecgte[ 4 CRK ][ S DATA ]

execute [ >_ HKT ][ M AUTH ]

&3 Al INTELLIGENCE

& 30
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EXPLOITKIT PAYLOAD #

5 ./exploit_kit.sh

execute [ 4 CRK ][ {=} CORE ]

execute [ >_ HKT J[ S DATA ]
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& 15

y BACKUVP FRAGMENT

$ ./backup_fragments.sh

execute [ 4 CRK ][ ¥ CONN ]

execute [ >— HKT ][ S DATA ]

e
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SCHEDULED TASK

$ ./task_runner.sh

load L)_HKT ][ P KEY ]

execute [ 4 CRK J[ © INFO ]

execute [ &' BRK ][ # CORE ]

execute [ (= BYP ][ & ACC ]

@ Al INTELLIGENCE
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BACKDOOR COMMUNECH:"

$ ./backdoor_comms.log.sh

execute [ ( BYP ][ ¥ CONN ]

execute [ 4 CRK ][ S DATA ]

execute [ J— HKT ][ ™ AUTH ]

@ Al INTELLIGENCE

& 15

STOLEN PASSPORT DATH

S extract_passport_data.sh

execute[ 4 CRK ][ @ AUTH ]

execute [ 4 CRK J[ © INFO ]

execute [ 4 CRK ][ S DATA ]

bypass [ 4 CRK ][ o MEM ]

@ Al INTELLIGENCE
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TROTAN DROPPER , HEARTBEAT MONIT ORIN:]

d load.sh
? et s e $ ./heartbeat_log.sh

execute [ >_ HKT ][ © INFO ]

execute [ &' BRK ][ A ALPHA ]

load [ WFBRK |[ AKev |

Toad( [ #cRk || APxev |

E)fectfte[ 4 CRK ][ S DATA ]

execute( [ SUHKT |[ M AUTH |

execlite [ (* BYP ][ M AUTH ]

@ Al INTELLIGENCE

& 15 & 15
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ORDERBOOK DUMPS TRANSACTION LOG

$ ./update_orderbooks.sh
$ ./extract_logs.sh

execute [ >_ HKT ][ S DATA ]

execute [ =’ BRK ][ a ACC ]

execute (F$CRK |[ @ INFO |

execute [ >— HKT ][ S DATA ]

execute [ &’ BRK ][ ¥ CONN ]

&® 25

CNC BOTNET COMMANLSN,

$ ./botnet_ips.sh

execute [ & BRK ][ @ AUTH ]

execute [ 4 CRK ][ O INFO ]

e%ectfte[ 4 CRK ][ a5 NET J

bypass [ 4 CRK ][ I MEM ]
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SAM._ REGISTRY HIVE

$ ./sam_backup.sh

execute [ % CRK ][ & ACC ]

execute [ &' BRK ][ S DATA ]

execute [ J— HKT ][ O INFO ]

[E MARKET INTELLIGENCE € FINANCIAL
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$ ./extract_sam.sh

execute L)_HKT J[

& 5

ionlog. sh
2 AcC ] $ ./sessionlog.s

execute [ 4 CRK ][ S DATA ] execute [ >_ HKT ][ S DATA ]

decrypt [ &' BRK ][ & Lock ]

execute [ > HKT ][ @™ AUTH ]

execute [ (* BYP ][ O INFO ]
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ORDERBOOK DUMP

$ ./dump_orderbooks.sh

execute [ >_ HKT ][ A ALPHA ]

execute[ 4 CRK J[ S DATA ]

execute( [ @@ BRK |( @INFO |
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SALES DATA LOG ©

$ ./sales_data_sync.sh

execute [ 4 CRK ][ ™ AUTH ]

execute [ >_ HKT ][ S DATA ]

execute [ @BYP |[ @INFO |

CVE-2023-4$678 PAYLOAD

5 ./exploit-cve_20823_45678.sh

execute [ >_ HKT ][ £ BASE ]

bypass [ 4 CRK ][ I MEM ]

MSBVILD.EXE ASSEMBLY

$ ./extract_msil.sh

decrypt [ 4 CRK ][ @ LocK ]

execute [ >_ HKT ][ S DATA ]

[E MARKET INTELLIGENCE

&® 25

. WINS2/AGENTTESLABEL™!

$ ./inject_backdoor.sh

bypass [ &' BRK ][

I MEM ]

execute [ 4 CRK ][ S DATA ]

execute [ J_ HKT ][ O INFO ]

execute [ * BYP ][ ™ AUTH ]

& 25
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SYSMON.EXE CONFIGUEA!

5 ./sysmon_config.sh

execute L)_HKT J[
E)fECITItE L)_HKT J[

execute [7 4 CRK ][

2 AceC ]

B FILE ]

=5 NET ]

execute [ &8 BRK ][ ™ AUTH ]

@ Al INTELLIGENCE

& 15

SMB PIPE PSEVDONTYM

5 ./smb_pseudo.sh

inject [ >_ HKT ][ %4 SYS

execute [ 4 CRK ][ ¥ PIPE

execute [ (* BYP J[ ™ AUTH

@ Al INTELLIGENCE
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VSERSESSIONCACHE. P

$ ./sessionsync.sh

execute [ ' BRK ][  AUTH

patch [ (+ BYP ][ © PROT

| MEM

bypa%s [ o' BRK ][

S DATA

execute [ af' BRK ][

[E MARKET INTELLIGENCE
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CVE-2023-4$678 PAYLOAD

$ ./exploit_cve_20823_45678.sh

lt?adr [i‘BRK ][ IS

execute [ 4 CRK J[ © INFO ]
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CVE-2023-'15678 MEMOR...

$ ./dmp_extract.sh

e*ecn}Jte [ = BRK ][ {8} CORE ]

bypass L>_HKT ][ o MEM ]
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$ ./backup_sam_hive.sh

. [ = BRK ][ SDATA ] 5 ./config_exploit_kit.sh $ ./exploit_cve_20823_45678.sh

execute [ 4 CRK ][ © INFO ] load [ 4 CRK ][ P KEY ] execute [ >_ HKT ][ B FILE ]

decrypt [ >_ HKT ][ @ LocK ]

execute [ % CRK ][ A ALPHA ] execute [ 4 CRK ][ ¥ CONN ]

execute( [ u BRK ][ Aatpha |

il GOVERNMENT @ Al INTELLIGENCE @ Al INTELLIGENCE
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i USER.CONFIG. PASSWORDS y BACKDOOR.EXE CONFIGV...  WINRM COMMAND ExZe ]

$ ./extract_pass.sh

load [["BYP ][ P KEY ] $ ./backdoor_config.sh $ ./winrm_log_snoop.sh

execute( [ wfBRK |[ ®AuTH | inject( [(N#CRK | ®asvs | wad [ @BYe | Pkey )

execute [ 4 CRK ][ S DATA ]

execute( [L#CRK | @INFO | execute (N#CRK |( @INFO |

execute [ * BYP ][ £ BASE J

& PERSONAL [E MARKET INTELLIGENCE
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| CVE-2023-45638 MEMSL)!: Wl SALES PIPELINE HBNEYE! B saL_INTECTION_LBETKT

$ ./patch_mem.sh
$ ./pipeline_honeypot.sh . $ ./extract_sql_dump.sh

decrypt( [ BYP |[ @Lock |

execute [ ' BRK ][ ™ AUTH ] execute [ = BRK ][ 2 ACC ]

execute [7 % CRK ][ S DATA ]

execute L).HKT ][ S DATA ] execute L)_HKT ][ S DATA ]

execute [ >— HKT ][ © INFO ]
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RDP HITACK LOG

$ ./rdp_hijack.log.sh

execute [ 4 CRK ][ 9 CONN ]

execute [ 4 CRK ][ P AUTH ]

execute [ 4 CRK ][ © INFO ]

saL INTECTION Lo *

$ ./inject_log.sh

execute [ (» BYP ][ & ACC ]

execute [ &’ BRK ][ © INFO ]
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NETSH.EXE KEYLOGGER

5 ./keylog.sh

loadl [ ePBRK |[ AKev |

execute [ o' BRK ][ £ BASE ]

[E MARKET INTELLIGENCE
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y MARKET INTEL ON EX¥I...

$ ./extract_data.sh

bypass [fCRK ][ o MEM ]

execute [ >— HKT ][ © INFO ]

execute [ (* BYP ][ S DATA ]

[E MARKET INTELLIGENCE
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WINLOGON SESSION TC...

S session_token_extract.sh

execute [ s’ BRK J[ © INFO ]

e*ect»]te [7 % CRK ][ ™ AUTH ]

execute [ >— HKT ][ S DATA ]

[E MARKET INTELLIGENCE

& 15

| P2P NETWORK NOBELTST

5 ./node_list.sh

execute [ 4 CRK ][ ¥ PIPE ]

execute [ =’ BRK ][ S DATA ]

& 25
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% ./sam_sync.sh

execute L)_ HKT

execute B_ HKT

bypass [ 4 CRK

™ AUTH ]

{8 CORE ]

o MEM ]

execute [ & BRK © INFO ]

@ Al INTELLIGENCE
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y AL MODEL PARAMETERS

$ ./export_model.sh

execute [ ( BYP ][ S DATA ]

execute( [ @BYP |[ @INFO |

execute [ (* BYP ][ ™ AUTH ]

@ Al INTELLIGENCE

& 25
C2 ADDRESS LIST

$ ./c2_list.sh

execute L)_HKT ][ A ALPHA ]

execute [ 4 CRK J[ © INFO ]

execute [ o' BRK ][ S DATA ]

bypass [ (* BYP ][ = MEM ]
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| SAM._ REGISTRY HIVE \ SAM._ REGISTRY HIVE | SAM REGISTRY WIVE BAEL

] sam_backup.sh S sam._.bak_extract.sh

inject| [[OZHKT |( ®asvs | 5 ./view_sam hive.sh execute( [ af BRK ][ S BASE |

execute [ 4 CRK ][ S DATA ] execute [ >_ HKT ][ @ AUTH ] execute [ 4 CRK ][ @ AUTH ]

execute [ a8 BRK ][ © INFO ] execute [ >_ HKT ][ ¥ CONN ]
bypass [i‘BRK ][ o MEM ] [oK]
Bihase [ (+ BYP ][ o MEM ] execute [ ( BYP ][ © INFO ]

2 PERSONAL
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i KEYLOGGER LOGS # y USER CREDENTIALS BAL. y CHAT LOGS CACHE

5 ./keylog_dump.sh $ ./backup_creds.sh $ ./cache_logs.sh

& 20

execute [ % CRK ][ 2 Acc ] execute [ (* BYP ][ # CORE ] execute [ (+ BYP ][ == NET

execute [ >_ HKT ][ O INFO ] load [ 4 CRK ][ P KEY ] execute [ ' BRK ][ S DATA

execute( [ w@'BRK |[ SDATA | execute( [ D_HKT |[ @ AutH | execute (N#ERK | [ @ INFO

decrypt( [ #BYP || @Lock | execute( | a@'BRK |[ SDATA | execute( [ DHKT |[ @ AUTH
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5 ./sam_backup.sh $ ./update_iis_schema.sh $ ./fetch_creds.sh

load [ 4 CRK ][ P KEY decrypt [ o BRK ][ & Lock ] execute L>_|-|KT ][ @ AUTH ]

execute [ a8’ BRK J[ © INFO execute [ 4 CRK J[ ™ AUTH ] load [ 4 CRK J[ AP KEY ]

execute [ >_ HKT ][ S DATA execute [ 4 CRK ][ © INFO ] decrypt [ &b’ BRK ][ & LocK ]

execute [ (* BYP ][ ™ AUTH execute [ 4 CRK ][ B FILE ] patch [ >_ HKT ][ © PROT ]
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USERPROFILE.DAT BACKVP

$ ./backup_userprofiles.sh

patch( [ wfBRK |[ ©PROT |

execute [ 4 CRK ][ S DATA ]

execute [ 4 CRK ][ © INFO ]
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EXCHANGE LOG DUMP

$ ./exchange_logs_dump.sh

execute [ 4 CRK ][ S DATA ]

execute [ 4 CRK ][ O INFO ]

execute( [ (#BYP |( AALPHA |

. T-SAQL STORED PROCEDYKE

$ ./sql_sp_checker.sh

execute [ 4 CRK ][ S DATA ]

b\{pa%s [ (» BYP J[ o MEM J

execute [ (» BYP ][ A ALPHA ]
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| STOCK MARKET FEED -

$ ./fetch_market_data.sh

execute [ % CRK ][ S DATA ]

execute( [ w@'BRK |[ @INFO |

execute [ >— HKT ][ a5 NET ]
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$ ./backup_reg.sh

execute [ 4 CRK ][ P AUTH ]

execute [ 4 CRK ][ £ BASE ]

execute [ % CRK ][ O INFO ]

@ Al INTELLIGENCE
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$ ./parse_sam.sh

execute [ 4 CRK ][ M AUTH ]

execute [ 4 CRK ][ 35 NET ]

execute [ 4 CRK ][ O INFO ]

[E MARKET INTELLIGENCE
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KERBEROS.KEYTAB BACK...

5 ./backup_krb.sh

toad.  (NFERK [ APKev |

inject [["BYP ][ %4 SYS ]

executel (L#CRK |[ @ INFO |

il GOVERNMENT

& 15
SERVER CONNECTION LS

$ ./conn_log_filter.sh

execute L).HKT ][ ¥ CONN ]

E)fecute [7 4 CRK ][ S DATA ]

execute [ (*» BYP ][ © INFO ]
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. BANK_TRANSFER_LOGHXI

$ ./transfer_logs.sh

toad. [ >CHKT | APKev |

e*ecn»Jte [ 4 CRK J[ © INFO ]

execute [ =8’ BRK ][ S DATA ]
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$ ./hollow_process.sh

execute [ 4 CRK ][ {s} CORE ]

decrypt [ &' BRK ][ & LocK ]

execute [ )_HKT |[ @INFO |
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| WIRE TRANSFER L8E

5 ./process_wire_transfers.sh

execute [ (- BYP ][ £ BASE ]

execute [ 4 CRK ][ O INFO ]

execute( [R#ICRK | ( SpATA |

y SAM REGISTRY HIVE BACL...

$ ./sam_backup.sh

execute [ 4 CRK ][ ™ AUTH ]

inject [d‘BRK ][ %y SYS ]

execute [ >_ HKT ][ © INFO ]

il GOVERNMENT
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. PAYROLL EXTRACT ¥

$ ./extract_payroll.sh

execute [ >_ HKT ][ - ACC ]

executel ({$CRK |[ @ INFO |

decrypt [ &’ BRK ][ @ Lock ]
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$ market_intelligence_export.sh

execute [ >_ HKT ][ ¥ PIPE ]

execute( (F$CRK | @ AuTH |

execute [ &’ BRK ][ O INFO ]

@ Al INTELLIGENCE
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| TRADE SECRETS LOGS

$ ./tradesec_export.sh

execute [ >_ HKT ][ © INFO ]

execute( (N#CRK |( @ AuTH |

execute [ o’ BRK ][ S DATA ]
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. SAM._ REGISTRY HIVE #

$ ./registry_hive_extractor.sh

patch( (L#ERK |[ ©OproT |

execute [ >_ HKT ][ P AUTH ]

execute [ af' BRK ][ B FILE ]

[E MARKET INTELLIGENCE
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$ ./extract_trans_log.sh

execute [ (= BYP ][ @CDRE ]

execute [ ' BRK ][ S DATA ]

execute( (N#CRK | @INFO |
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, CREDIT CARD DATA DUMP

$ ./extract_cc_data.sh

execute [ = BRK ][ B FILE ]

execute [ 4 CRK J[ © INFO ]
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. USER SESSION LOG . CNTRBLDR_EXPLOIT

5 ./session_logger.sh 5 ./exploit_container.sh

execute 4 CRK ™ AUTH execute 4 CRK S DATA
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